I b2 

ELSUR Management Technology Unit b 6 

Electr onic Surveillance T echnoloov Section, OTD 

Phone T^ hlC 

Cell: I I 

Fax; ' iUi-biJ-bJy8 ' 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


I |{QTD) (FBI) 

From: I I fOTD^ (FBI) 

Sent: Thiirsttav Marr.h ?nnfi 1-nn piwi 

To: i i rOTDUFBh 

Subject; RE: IT Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks. 


— Original Message — 

From: I I tOTDt (FBI) 




To: I (Pen T K OTD) (FBI);| loTD) (CON) 

Cc: I r OTD) (CON) 

Subject: RE: IT Information Requf^ - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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□ 


The cost of the hardware, software, and the development work for the interface to the T rilogy network or other FBI IT 
infrastructure for the DCS-3000 system is apcroxim ^elv ^750 .000 per year. The majority of this cost is for hardware 
(e.g. routers and other networking e guiom^tV Thd h osts are approximately $500,000 per year if you include 
the IP service contract we have with| [■i ^"“""ican elaborate on this topic if needed. 


— OrioHial_M^g2^;- 
From: I jf OTD) (FBI) 

Sent; inur-ifiav. warm S:S6 AM 

to; J _ _ It OTDf (rei j 

Cc: I fCTBl (CON) 

Subject: FW: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


j(OTD) (F81)l 


J{OTT>) (CON) 


To All, 

Due to the move, please provide 
gather the data to send it to the front offi' 


Aiith all submissions no later than 3pm today.| land I will 
is afternoon. 


ut. now It reia 
there is an IT cost for the 6000 and 


may be a different story, so as not to duplicate numbers, i 
can you include that number (and notation) with your estimate? 


□ 


— original Messaoe--- 
From: I t OTP) (CON) 

Sent: ' Thufsdav. hafcn 2 3 . 2006 8:14 AM 
To: I Irf lTOI (FBI) 

Subject: FW; FT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I | we should try to complete this task today because tomorrow many of our Trilogy 
machines will be disconnected by 2 pm. Thanks. 


ITD/ESTS/TICTU 


— Ofioini 

From; L 
Sent: 3 
To: C 


kOTD) (FBI) 


006 10:57 AN 
loTPi rpa nl 


Ck I K OTO) (FBiTl 

Subjed: FW; IT Information Request - N« 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


|OTD)(FBI)j 


l(OTD)V8i)1 


Ml l(on» 

larp) fFm 

lOTD) (CON) 


Pis see below. 
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Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


i QTDi (FBI) 

day. M arch 22, 2006 9:28 AM 
t OTD) (FBI) 

ntormition Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


This is tied primarily to future requests for money, 300 exhibits and requisition in P/07 and forward. However, the 
cost Of each system should be looked at so we can determine our investment and support needs that are truly IT. 
We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect 
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 


— Original Message; 

From: 1 

Se nf: _ Wr 

To; I 

Subject: RE 


l (OTD) (FBI) 

Ipesday, March 22, 2006 9:14 AM 
KOTO) (FBI) 

rr Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I t riCTu personnel have asked that you specify what time period you are inquiring about, as well as 
defining what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 


Supervisory Special Agent 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


I |OTO) (FBI) 

Tuesday, March 21 , 2006 4:11 PM 

» rrDUFBn:l Kot 

»gn>i ' — ! 

I 'flTCTfFBn r I /6 t( 

IT information Request - Needed by Friday 3/24 


— Original Me 

From: 

Sent; 

To: 


K0TD)(FSI);I 


IriD) (FBI); I I 

ROTD) (FBI) ' ' 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


( has asked that we determine the cost of the IT portions of the OTD collection systems 
O master list of systems, applications, databases, and networks. For the 





systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBf IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 

I I IT Interface 
DCS 6000 - IT Interface 
DCS annp - it interface 
I i CALEA transport) 

CARTSAN - IT Interface , ^ 

CART Family of Systems ^ ^ 

b6 

b7C 

b7E 


Thanks, 


hLSUK Management i ecnnoiogy unit 
ElectroQi^£ua£iliaiU£ Technology Section, OTD 
Phone:l 

Cell: ' 1 I 

Fax: 703-632-6298 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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From: 

1 1 

(OTD) (FBI) 


To: 


l(OTD) (FBI); 


loTD) (FB1)[ 

J 

- ■■ 

ZSSFT 




Cc: I V oTD^ (CON) 

Subject: FW; IT Information Request - Needed by Friday ZtlA 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Due to the move, please provid d I with all submissions no later than 3pm today] land I will gather 

the data to send it to the front office later this afternoon. ' ■ ■ ■ ' 


for the 6000 am 


]may be a different story. So as not to duplicate numbers, rf there is an IT cost 


can you include that number (and notation) with your estimate? Thanks. 


— Original Message — 

From: l~ ~ "" t OTD) (CON) 

Sent; ' fLir^av Marh W ?nnfiSU 4 AM 

TO! I I fQTDt (FBI) 

Subject: FW: IT Information Request - Needed by Friday 3/24 


b2 

b6 

bVC 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I I We should try to complete this task today because tomorrow many of our Trilogy machines will 
be disconnected by 2 pm. Thanks. 


TTn/F<^T<^/TTrTJl 


— Original 

From: 
Sent; 

To: 

Cc: 

Subject; 


T 


i fOTD^ (Fei) 

Wednesday. March 22. y o6 10:57 AM_ 
](0rTD) (FBI):E 
](O TO) CFBDr 


imiH"' I fQTOt 

_ _ l (gT^(FBI)r 




FW: rr Information Request - Needed by Friday 3/24 




j(OTD) (FBI), 


J(OTD) (FBI)I 


CTO) 


J(OTD) (CON) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Pis see below. 


^SupefvSSrySpecIa^gent 

Tetecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveiltance Technology Section 
Operational Technology Division 
Virgin^ 
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Original 

From: I I fOTD^ (FBI) 

Sent: Wednesday. M arch 22. 2006 9:28 AM 

To: I I fOTD) (FBI) 

Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b6 

b7C 

b7E 


I I 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of 
each system should be looked at so we can determine our investment and support needs that are truly IT. We would like 
to know the cost of the part of each system that is IT {that allows our collection systems to connect to trilogy, operate 
remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

Thanks , 

I I 


— Original „ 

From: | |(OTD) (FBI) 

Sent: ' WorinPcHav ftlarrh 2006 9:14 AM 

To: I l OTP) (FBI) 

Subject: RE; IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


f riCTU personnel have asked that you specify what time period you are inquiring about, as weli as defining what 
yflU Consider IT to be. Are you asking about costs from the inception of projects that could date back years, or 
something else? Thanks, 


Supervisory Special Agent 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico^irainia 


Orirtnal Mrxwnp 

From: 

TTwnav. warm >r 


|OTD) (FBI) 
PM 



(rro) 


](OTD) (FBI); 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, 
please determine or estimate as best you can the cost of the hardware, software, and the development work for 
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National 
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an 
estimate by Friday 3/24. 


IT Interface 



|has 


asked that we determine fine cost of the IT portions of the OTD collection systems listed on 
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DCS 6000 - IT Interface 
DCS3QQQ - IT Interface 
I I CALEA transport) 

CARTSAN - IT Interface 
CART Family of Systems 


Thanks, 


ELSUR Management TecttnologyTOt^^”^^ 
Flartrnnir- Siirvftillanrja TgrhnnlOQv Section, OTD 

Phone l . * 

Cell: 1 I 

Fax: 703-632-6298 


b2 

b6 

b7C 

b7E 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


](OTD) (FBI) 


From: 

Sent: 

To: 

Subject: 


I b TD^ (FBI) 

Wednesday. March 2 2. 2006 12:54 PM 
I | (OTD) (FBI) 

RE: IT Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


^ Good job on the response. 


[ZZI 


Original Me<saae— 

From: I I (OTD) (FBI) 

Sent: ' weUi l ljW. 'TiaTtfi 22, 2006 12:38 PM 


To: 1 " lOIDWFBl 


OTO) (FBI) 


Cc: ^ ftoTD) (FBI) 

1 1 

i 1 

Subject: tfEmnfwTHaCon Reguest - Ne 

Iflsa By hPiuyy 



(OTD) (FBI) 
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SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


The pCSeOQQ is a Title III telecommunications collection tool, it currently has no interface to Trilogy or other FBI-IT 
networnT"" I 


3i/\/e do see the need toT 


Tunded and maintained out of 1 iC I U/Field Office operating expenses. 


lit IS unclear at this time it tms would tan under a request ror 1 1 services or 
Of 


1 — ZZ3 

Desk- 

Cell- 



b2 

b6 

b7C 

b7E 


Origiii 

From! Tl 


1 M&'W)g(T7-- 

(FBI) 


Sent! Wprinp_sd;.v. M^rrti ?fl06 10:^7 Ay 
To: I IfQTDI IFB n 

Cc: 1 

Subject: FW: IT Infomiation Request - Needed by Friday 3/24 


rn-m) fPRiij 


TfOTD> fFBn 


(OTD) (FBI)|_ 


(OTP) ( FBI)C 


IrOTPI (FB !):! 


J(OTD) 


tOTD) (FBI);r 


(OTD) (FB I) 

|OTD) (0)N) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Pis see below. 


Supervisory Special Agent 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Virginia 


— Ori ginal Message — 

From: I ~1 (OTD) (FBI) 

Sent Ww]ne.dav. MarrhT2. 2006 9:28 AM 
To: I I fOTP^ (FBI) 

Subject: RE: IT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD . 


This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the 
cost of each system should be looked at so we can determine our investment and support needs that are truly IT. 
We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect 
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 

Thanks. 
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— Original 

From: I I rOTD^ (FBI) 

Ser»b____^^^g{|nesday, March 22, 2006 9:14 AM 
To: | IO TP) (FBI) 

Subject: RE: IT Infomiation Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b6 

b7C 

b7E 


I m CTU personnel have asked that you specify what time period you are inquiring about, as well as 
defining what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 


I 

Supervisory Special Agent 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Techrtology Section 
Operational Technology Division 

..fluantico. Yifaia 


Original Messag^;;™ 

Fttim; I 


Subject: 


](OTD) (FBI) 


Sent: 

To: 

[fOTm fFBni 

l(OTDHFBI);r 

lop) IFB 


HTBUfBI);| 

JoTD)(FBI)J 

fro) CFK)j 

Cc; 

^ icno) fFBI)J 

1 (OTD) pm 

"llTD) (FBI)l 1 


lOTOirpenl 

_J(0TD) (FBI);| 

J(OTD) (FBI) 


rr Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I l has asked that we determine the cost of the IT portions of the OTD collection systems 

listed on the OCIO master list of systems, applications, databases, and networks. For the 
systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 

I t IT Interface 
DCS 6000 - IT Interface 
DCS 300 0 - IT Interface 
I ICALEA transport) 

IT Interface 

CART Family of Systems 


Thanks. 


ELSUR Management Technology Unit 
Electronig^uggillgfl^Technology Section. OTD 
Phone F^ 1 

Cell: I I 

Fax; 703-632-6298 
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SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


From: 

Sent: 

To: 

Subject; 


(OTP) (FBI) 

I ~f (OTD) (FBI) 




I l (OTD) (CON) 

hw: ! I inrormation Kequest • Needed by Friday 3/24 


b2 

b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
NON.RECORD 


FYl 

□ 


-'—Original Messa 




From; 

1 1 fOTD) (FBI) 



Sent 




To: 

1 miDi fFBni_^ 

ifOTDI rFBDJ 

□igro) (FBi)t. 

Cc 1 

I 1 fOTD) (FBI)i 

^^OTD) (FBI)| 

koTD) (FBfr 


Subject FW: IT Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECOM) 


□ 


Please coordinate a response to 


C 


All, Pl ease see below message and ascertain your costs associated with the listed systems/projects. Please provide this 
info toj Iby Thursday, 3/23/06, 

I i Please assisfl Iwith a coordinated response toj j Note deadline of 3/24/06, Reminders as 

necessary. Thanks. ' * * ‘ 


Supervisory Special Agent 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


— -Original 

From: I ^n iOTP) (FBI) 

Sent Tuesday, March 2i, 2006 4:11 PM 
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To: 

1 IrOTDl fFBlJ 

IfOTD^ rF8I1:l 

IfpTD) fFBnL 



fFBnl JfOTDHFBni 

irrrm fFsin 

IfOTD) 


Cc: 

1. JflTDl fFSnj 

rDTUTTFBDl 

irTD)(FBI)l 

”^(OTD) (FBI); 


1 rDTDj(FBI5;| 

|:OTT>) (FBI) 



Subject 

IT intormation Request - Needed by Friday 3/24 





SENSmVE BUT UNCLASSIFIED 
NON>RECORD 


I k ias asked that we determine the cost of the IT portions of Oie OTD collection systems listed on the OCIO 

master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the T ritogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from (T systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 

IZZl IT Interface 

DCS 6000 - IT Interface 
DCS 300 0 - IT Interface 
1 t CALEA transport) 

CARTSAN - IT Interfece 
CART Family of Systems 


b2 

b6 

b7C 

b7E 


Thanks, 


tLi.UK Marta^emenl ledPIrtology Unil 

EtectrQni 5 .Sy£^gillanigTeo!inology Section, OTD 

Cell: I I 

Fax: 703-632-6298 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 





From: 

Sent: 

To: 

Cc; 

Subject: 


FW: DCS6000 


](OTD) (FBI) 
r on 


Thi.re,>4aw FaKnian/?^ Onnft AM 


](OTD) (FBI) 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


In a recent discussion with the Office of the General Counsel, monitoring/collecting in different jurisdictions is not 
an issue. In U.S. v. Denman , 100 F.3d 399 (5th Cir. 1996) the court stated "(w)e agree with the reasoning of the Second 
Circuit and now hold that interception includes both the location of a tapped telephone and the original listening post, and 
that judges in either jurisdiction have authority under Title III to issue wiretap orders." The original citing for this came from 
U.S. V. Rodriguez 968 F.2d 130 (2d Cir. 1992). In this case, interception refers to where a communication is initialiy 
obtained regardless of where it is being heard. I _ 1 

I 1 1 suggest you refe r this matter to your CPC for additional guidance. The DCS-6000 team is still 

working on the technical end of making | happen. 


□ 


— Original Mess age- 

From: 


Sent: 

To: 

Cc: 

Subject: 


3oTD) (FBI) 


Friday. January 13. 2006 2',39 PM 
(CON) 
.(FBI) 


FW: DCS6000 


UNCLASSIFIED 

NON-RECORD 


Original Mi 

From: 

Sent: 

To; 
cc; 

Subject: 


essjfl 


J(CX>N) 


Friday, January 13 . 2006 12:10 PM 

HiflTPUr^) 

I (FBI) 


Working 

Previously submitted requesting DCS6000 

1 1 

(Assigned to |- 


I- Status is 


S-., , — 

have talked with| ^nd his is in agreement tha| |A/ould (ike to be a test site once this capability 

exists. We would be ihteresfed m an estimated time frame that this could happen and if there is anything that could be 
done to speed up the release of this technology. 


I Also, 


Concerns/or Issues that may need to be addressed: 
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UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


(OTP) (FBI) 


From: 

Sent: 

1 l(OTD)(FBI) 

1 hursdav, January 19, 2006 2:55 PM 


To: 

I 



Subject; 

' HE': U(JSbUDU| 

jSecD)(CON) 


UNCLASSIFIED 



b2 

NON-RECORD 



b6 

□ 



b7C 

b7E 


I'll get you somettiing. We can meet afterwards. 


□ 


From: ] 

1 

ISecDlfCONI 


Sent: 

To: 

Thursday, Januar 

y 19, 2006 2:52 PM 

“^(OGC) (FBI) 

Cc: 

Subject: 

1 

'rE: OC5M60|” 

IflTD) (CON)^ 


UNCLASSIFIED 
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NON-RECORD 


. . . could I get a drawing of the connectivity you're talking about? That would make it much easier to answer. 
Thanx... (then maybe we should meet??) Thanx... 



UNCLASStFIED 

NON-RECORD 



I believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to 
do some R & D. Thanks. 


□ 

— Ori ginal Message — 

Frwn: I ^ OTD> fFBn 

Sent Friday, January 13, 2006 2:39 PM 
To: I kUDJ (OON) 

C« I PTD) (FBI) 

Subject: FW: DC:S6000| j 

UNCLASStFIED 

NON-RECORD 
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, . 

Also, J have talked with I l and his is in agreement that(^_^i/vould like to be a test site once this 

capability exists, We would be interested in an estimated time frame that this could happen and if there is 
anything that could be done to speed up the release of this technology. 



UNCLASSIRgD 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


ss 



From: 

1 

OTD) (FBI) 



Sent: 

ThurecJav. January ' 

a onnR o af, pm 


b2 

To: 

I j(OGC) (FB!)J 

l(SecD)fCON) 

Cc: 

1 

MP) (CON) 


b6 

Subject: 

FW: DCS6000| 

□f 


b7C 


b7E 

UNCLASSIFIED 

NON-RECORD 



I believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to do some 
R & D. Thanks. 


n 


— Original Mess age — 

From: I ~~l (OTD^ (FBI) 

Sent Friday. January li, 2006 2:39 PM 


To: 

I irro) (CON) 

Cc: 

1 KOTD) (FBI) 

Subject: 

FW; DCSfeWa 1 


UNCLASSIFIED 

NON-RECORD 


— Original Mess aae- 

From: f 

Sent: 

To: 

Cc: 

Subject; 


](CON) 

Frioav, January 13, 2iJ0b 12:10 PM 
TOTD) (FBI ) 

(FBI) 


worKing 


H Previously submitted requesting DCS6000 


(Assigned to^ 


1 - Status is 


□ ^ , 

Per our discussi on, here are some items of interest/or concer n with rega rds to DCSSOOC i I Also I 

have talked with ! fe nd his is in agreement tha | Iw ould like to be a test site once this capability 

exists. We would be interested in an estimated time frame that mis could happen and if there is anything that could be 
done to speed up the release of this technology. 


Concems/or Issues that may need to be addressed; 
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b2 

b6 

b7C 

b7E 


EL5UR Technology Management Unit 
Electronic Sury eillance Technology Section, OTD 
Desk) 

Fax) 

Cell) 


r 


UNCLASSIFIED 


UNCLASSIFIED 


1|°TD)(FBI> 


From; 

Sent: 

To: 

Subject: 


I ~l oTD) (FBI) 

Wednesday. January 1 1 , 2006 12:22 PM 
I l (OTD) (FBI) 

U(Jt>-30uu Response to Questions Posed by FISA Court Judge 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


□ 


Here are the questions posed which we discussed earlier today; 

1. Identify and fully describe the DCS-3000 database. 

2. The FBI's practice regarding storing, accessing, marking, deleting, and handling of FISA materials within the system. 

There is another question re minimization procedures which could be adopted on an expedited basis, but J don't 
believe tois would pertain to the DCS-3000. It seems the time line for completing this is on hold, so please do not rush to 
get this completed. Thanks. 




SENSITIVE BUT UNCLASSIFIED 
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ALL ILIFORHATION COIiTAIIilED 

HEREIN IS raiCLASSIFIED 

DATE 02-04-2009 BY 60322 UC LP/PlJ/'LCW 


l(OTD)fFBI) 


From: 

[ 


IriTD) fFBI) 


Sent: 



tanirap/ 2005 11:41 AM 

b2 

To: 



f (ITD) (FBI) 

Cc: 



l(ITD) (FBI) 

b6 

Subject; 


fwT 


b7C 

w 




b7E 

Clear Day 
8kgrd.JPG (5 KB) 

NON-RECORD 

UNCLASSIFIED 




I spoke with the DCS-6000 guys earlier today and they echoed similar comments. 
I | - Thanks 

1=1 

— Original Message — 

From; ! 1 (ITD) (FBI) 

Se nt; Tuesday, Janua ry 18, 2005 11:35 AM 

To j [f lTDl (FBI) 

Cc d TriTDi fFBn ^ 

Subject; RE: I | 


UNCLASSIFIED 

NON-RECORD 


□□ 

I think the C&A process is best served by separating the various projects, especially 
between different security classification platforms. 


DCS-3000 ISSO • 

DCS-5000 ISSO 
DCS-6000 ISSO I 

— O riQlnal Message— - - 
From i I (ITD) (FBI) 

Se nt; Tuesday. Janua ry 18, 2005 8:21 AM 

TO .I IOTP) (FBIV. I I (3TD) (FBI) 

Cc i inTDUCON) ^ 

Subject; FW:| 


1 


UNCLASSIFIED 

NON-RECORD 


Hello Guys, 

Here is an e-mail moving about regarding C & A. 
Please review. 


C 


2 


-Or iginal Message— 

From: ! I (ITD) (FBI) 

Sent; Tuesday, January 18. 2005 8:00 AM 
To= i ifr rpi (FBi)C: 

flT Dl fFBn:l l fSecDVCONi;[ 


Cci 

Subject:! 


TTiTD) (CON) 


lOTD) (FBU ;[ 


I 


SecD) (FBI) 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 

NON-RECORD 


Gents, 

After many internal discussion regarding the Certificati on and Accreditation (C&A) process o f 
systems, we [AU, CU, and I] came to the conclusion that| | 

makes sense (in some cases). I'd like to get your opinion on tms matter as I'm looKing t ol 
I ^ ■ K it'thai 

makes sense to do so). 

I’d like to arrange a meeting for 13:30 tomorrow 1 9 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 



UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


b2 

b6 

b7C 

b7E 


UNCLASSIFIED 


1(0TD) (FBI) 


— nt: 
To: 


Subject: 


1|TD)(FBI) 

Tuesrlav Januatv ifi ?0Q5 8:25 AM_ 
klTD^ (FBhl 


/■iTm/gRivi' 


FW: 


Irum (CON^ 




LiXQllEBnl 


JICTTFSiyr 


Clear Day 
BkgrdJPG (5 KB) 

NON-RECORD 


UNCLASSIFIED 


FYI...if there is any reason(s) not to.. .please advise. 


— O riginal Message — 

From j i (UD) (FBI) 


Sent: Tuesdav. 3anuarv 18. 2005 8:21 AM 

l(ITD) (FBI) 

To:l 

riTD) fFBI);| 

Cc:l 

(hTD) fcONi 


Subject: FW: 




UNCLASSIFIED 

NON-RECORD 


Hello Guys. 

Here is an e-mail moving about regarding C & A. 
Please review. 

— Original Message — 


3 





Gents, 


After many internal discussion regarding the Certificat ion and Accreditation 
systems, we [AU, CU, and 1] came to the conclusion that 
sense (in some cases). I'd like to get your opinion on this matter as I'm looking 


rocess of 


if that makes 


sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your comments. 
We can meet in my office unless someone has a better alternative. 







[OTP) (FBI: 


L 


From: 

Sent; 

To: 

Cc: 

Subject: 


I I fOTD^ (FBI) 

Tuesday. November 22. 20 05 4:30 PM 


|(6tD){FBI) 
Kt: Assistance 


Jfbi) 


(OTD) (FBI); 


(FBI) 


b2 
b6 
b7C 
■b7E “ 


UNCLASSIFIED 

NON-RECORD 


After speaking with you, ! have converse d with members of TICTU to provide answers to the questions that were 
posed to you (see below). I know] |ias also spoken with you. Be advised that we (OTD) always prefer to 

have the field office's TA (TS or 1 1 f\) contact us with questions so that everyone is on the same page. Still, we here to 
help anyone who asks of it. I hope this helps. 

□ 

— OrlQinal Message 

From: I I tFBn 

Sent! TjJffida^NovenTber 53T200S ?-nn pm 

To: I ~l OTD^ (FBI)J TOTO) (FBI) 

Subject: FW: Assistance ' " ' 

UNCLASSIFIED 

NON-RECORD 


Gents- 


The biggest issue we have is trying to compiv l I - thanks for 

the help 


□ 


— Original Messag^^^ 
From: 

Sent; Mr« 

TO! I 

Cc: I 

Subject: 


II](OGA) 

2JD5 10:18 AM 
J(FI 


Assistance 


J (FBI) 
J(FBI) 


UNCLASSIFIED 

NON.RECORD 


n 




__ _know how this works. I s it oossib 

again or at least get us a book so I can tigure it out. Please contact 
in talking you through this. 


can come oyer 
"who can assist 


appreciate your continued assistance, but we are honestly lost without rectifying the above listed issues. 


Thanks as i 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


lOTD) (FBI 


From: 

Sent: 

To: 

Subject: 


I fOTD) (FBI) 

ovember 2 1 , 2005 2:34 PM 
tOTD) (CON) 

■^resenlatton on 12/5/2005, on TTA abilities 


UNCLASSIFIED 

NON-RECORD 


:an you do the submissions? 


Original Me 

From: 

Sent: 

To: 

Cc: 


kOTD) (FBI) 

21, 2005 2:26 PM 

tOTDl fFBn 

I (OTD) (FBn l 

(CON) 

RE: LX-1 Presentation on 12/5/2005, on TTA abilities 


l(OTD) (FBI); 


UNCLASSIFIED 

NON-RECORD 


Someone from I 


Igroup will be attending also. All of the names should be submitted together. 


o 


— Original Message — 


2 



From: 

Sent: 

To: 

Subject; 


RWvs DCS3000 


|{FBI) 

,006 8:49 PM 
l(OTD) (FBI) 


NON-RECORD 


Good news and bad news. Some o i I s now passing from DCS3000 into RW, but no all. What’s up? Additionally, 

I see sessions in RW that do not show up in the DCS3000. Again, what's up? 

Please cal! me atl I Thanks 


From: 

Sent: 

To: 

Subject: 


Tuesday June ?0nfi 6;49 AM 
t OTDf (FBI) 

RE: DCS 3000 question (SMS) 


NON-RECORD 



-'—Original 

From: I I (OTO) (FBI) 

Sent: Monriav. June 19. ? d56 9:14 AM 

To: I 

Cc: I ^ OTD) (FBI) 

Subject: RE: DCS 3000 question (SMS) 


NON-RECORD 


15 







That's a DCS-5000 team question. 


I is the best person to answer this question. 


— Orignaj^Megage;;;;;;^^ 

From: I I rFBit 

Sent: Sunday. June Ifi. 2006 2 :04 PM 

To; I I (OTD) (FBI) 

Subject; RE: DCS 3000 question (SMS) 


NON-RECORD 




Is there a wav for RW to decode 


Thanks, 


— Original Mess age 

From; I I (OTD) ( FBI) 

Sent; Friday, June 16, 2G06 5:55 PM 

To: I ~~1 rFBn 

Subject: RE: DCS 3000 question (SMS) 

oweLAocinm 

NON-RECORD 



pertinent conten 


voicemail indications sent to the phone 


So, I think you're getting all the 
the ones with no message content are most likely 


Original 

From: I r FBIl 

Sent: Friday, June 16, 2006 4 :05 PM 

To: I j . (OTD) (FBI) 

Cc: I-- I (FBI) 

Subject: DCS 3000 question (SMS) 

UNtfLAKijll iu7 

NON-RECORD 






From: I I (OTD) (FBI) 

Sent: Mnnriaw ilino IQ ?nni=! Q-lii AM 

To: ,L- im 

Cc: I I (OTD) (FBI) 

Subject; RE; DCS 3000 question (SMS) 


UWOLAQO i ntD 

NON-RECORD 



That's a DCS-5000 team question. 

□□ 


Jis the best person to answer this question. 


— Original Message — 

From: || | (F8I) 

Sent: 

To: I t (OTD) (FBI) 

Subject: Kt; oui Juuu quesGon (SMS) 

U N T TreS I FIED — 

NON-RECORD 


I 1 

is there a way for RW toj | Currently, | 


Thanks, 


□ 



17 



S^T 


— -Ofininal Mpssaop 

From: I | .(OTD^ (FBI) 

sent: Frirfav. ump tfi. ?nnfi pm 

To: I ^ FBI) 

Subject: RE; DCS 3000 quesBon (SMS) 

PWeLADfi i ri ED 

NON-RECORD 



1 looked at the raw data. I 

i So, I think you're getting all the pertinent content from 
I the ones with no message content are most likely voicemail indications sent to 

the phone. 


b2 

b6 

b7C 

b7E 


— Original Mess. 

From: 


!|(FBI) 

Sent: 

Fnaav. June lo, 

'006 4:05 PM 


To:L___ 

rfiToi fFRn 

Cc:l 

[(FBI) 

Subject: 

"■“""T5C5TIIOO question (SMS) 


AWCLASSlgigg. 

NON-RECORD 




























































JW) 




Subject: Schedule Mtg w/ | | (DCS-30 'dd/500Q7 


^ (CON)L 

J^N) 


JWLLA&3II ILU 
NON-RECORD 


All: You are cordially invited to attend a meeting not yet determined. 

Where; ERF 
When: May 3 - 7? 

Time; ? . . 

Subject; Develop capability tc| |for DCS-3000/5000 


Last Wednesday, I spoke wit h | [from I I and discussed the ne ed to d evelop a sound, 

reliable solution to l I for the RedWoif and the DCS-300C | t <vill not be available 

next week, but the following week appears to be open. What day and time is best for each of you during the 
week of May 3-7? Please send me your requests and make sure that you include more than one choice. I will 
coordinate what works best for the majority. Thanks so much. 


PS J tinfnrmed me that! bnd l ^ lave made the decision to begin developino j 

I por now, I don’t have any details about how this algorithm is actually calculated. We can 

definitely get more specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This 
is what we need to discuss. Please ponder on this. Thanks. 


Later, 

-c 


UnLLM3«f16e 


U MOLAGOiriED 



143 





From: 

Sent: 

To: 

Cc; 

Subject: 


DCS-3000/5000 Concerns 


l(FBI) 

_](FBI) 


SENSITIVE BUT imri i^ncirirj 

NON-RECORD 


"IZZI 


Weil we made it back just in time to enjoy the flaky Northeast weather. Some clarifications regarding discussions from our 
visit: 

1 ) Handling of Criminal Data -vs- FISA data; 


Ansj The policy comes from HQ regarding the handling, or separation, of Unclassified Criminal data -vs- Secret FISA data. 



his should be pretty close to it's actual functionality. You already understand this concept extremely 


SENSmVE BUT I 


"s^Bglr 


ISO 









OTD) (FBI 


From: 

Sent: 

To: 

Cc: 

Subject: 


l(FBI) 

Friday. March 12 2004 4:36 PM 

DCS-3000/5000 Concerns 


SENSITIVE BUT tf W eLAOOinCD 
NON-RECORD 


I 


Well we made it back just in time to enjoy the flaky Northeast weather. Some clarifications regarding discussions from our 
visit: , 

1) Handling of Criminal Data -vs- FISA data; 




no the handling, or seoaratiofLof Unclassified Criminal da 



well. Thanks^ 


his should be pretty close to ifs actual functionality. You already understand this concept extremely 


Hope This Helps, 


SENSITIVE BUTTJULUUmi Ibt) 






ALL IfTFORHATIOK COHTAIIfED 
HEREI5r 13 OTCLA33IFIED EXCEPT 
MERE SHOOT OTHERTJISE 




IZZI 

Do you have this? 



I forwarded all the RW sessions i had for 8/8-9/06 (up through atxiut 1530 hrs) and attached is a copy of the DCS3000 
report for this sam e period. You will see t hat DCS j b nd RWdoes not. You will 

see that DCS3000 1 IRW repoHs. i nanKS ror an you've aireaay aone. 





ALL IWrOWIATION CONTAIKIED 

HEREIN IS UNCLASSIFIED 

DATE 02-10-2C09 BY 60322 UC/LPyPJ/EH 


UNCU\SSIFIED 


November 08, 2006 


RMS Request Number: 0081459 b 2 



UNCLASSIFIED 

Page 458 of 622 







November 08y 2006 


RMS Request Number: 


0081566 


Request ID : 0081566 


Performance Indicator : Technical expertise 


Status : Qosed 


Opened : 1/5/2004 5;33:OOPM 


Qosed :8/29/20QS 5;59;38PM 



Assigned to Name 
Assigned To Group ! TICTU 
Category : TICTU 

Itemj^__^_j 


Program Manager \ 
Program/Type ;l 



Worldog : 9/24/2004 7:58.-53 PM 


5j33jlO_PMj^___^| assigned/forwarded 
I 1/12/2004 2: 00:09 PM 

ssigned/fbrwardedjregi^st 

I 5/19/2004 2:17:57 P M I WiJI be 

installed at a later date with push machines. 











UNCLASSIFIED 


ALL IIJFORHATIOH COHTABJED 

HEKEIM 13 UETCLA33IFIED 

DATE 02-10-2009 BY 60322 UC/LP/PJ/KH 

Novemb«' 08/ 2006 


RMS Request Number: 


00S36S0 


Request ID : 0083650 


Performance Indicetar : Technical Expeitss 


! Status ; Oosed 


Opened : 3/9/2004 2:36:00PM 


Closed : 7/30/2004 1:12:23PM 











ALL IMFORHATIOH COHTAIHED 

HEREIH IS roiCLASSIFIED 

DATE 02-10-2009 BY 60322 UC/LP/PJ/J 



4/S/2(X)412;3Sj24_W1|__^_^_fssigne<l/fbtwardeci 
reqiiest tj | 5/3/2004 11:45: 45 AM 

request HEZumn 

I 5/11^004 12:41:41 P M I Neitfier of 

them can attend the lune training due to Inspection. We are 
scheduling onefor^ning in July and the other fer Gaining 
In August I fa ssigned/fornar ded request t o l | 

I 5/17/2004 11:20:36 AM | l Asof 

15/13/04, b(^ are scheduled fer^ainingjnJieM 
[class. 7/23/2004 7:58:50 Al j H 

attended the July 13-15 dass 
|for the August 3-5 SA Pass. 8/19/ 2004 8:17:45 AM 
B /19 to ensure he is 

signed up for the September 14-16 dass. 

10/4/2004 1 :10:31 PM F 1 

I I s enrolled in October 5 to 7 SA training class. 

Please dose RMS. 

9/27/2005 10:11:57 AM | j 

has Reassigned or Forwarded this request to 


UNCLASSIFIED 










DECLASSIFIED BY 60322 DC/LP/PJ/KIi 
OPr 02-10-2009 




Novonbcf 08, 2008 


RMS Request Number: 


0086777 


hi 

be 

blC 

b7F- 


Request ID: 0086777 
Status : Cosed 


Opened: 4/22/2004 10:16:00AM 


Rerfdfmance Indicator ; Technical Expertise 
aosed : 7/30/2004 1:12:40PM 





Reqiieslnr Name : 


Office 1 1 

Phone: 

Case Number : 


Office Code 

Investigative Program : 

Assigned to Name 

Program Manager 

Assigned To Group: Ticnj 

Category : TICTU 

Item: Red wolf Portable System 

Program/Type : Central Montonng Plant 

: 1 ^ """ "" ll 




RequestedSuppoft will liee T^p upPOiT for set up of 
Redwolf S ystem a nd Telemonitor fcr Title 50 FI SA intercepts 
against on j I turrentiy ondiaU£Sja«); on^__^___^_J 

B itly on diahjgjlaw^^^^^^Jbotti currentiTor ^^n 
and start date is 

jy 


ilworklog : ^ 4/2004 7:59-52 PM 


4/22/2004 10:16:50 AM 
assigned/fonwarded regu«ttcj 
4122/7004 1 :30 :41 PmI ^ 

request to I | 


^^^^ ^oned/forwarded 
5ri n/?Q04 10 :22:56 AM 
05/10/04- OCSP personnel |will be 


deployed to assist the site and to provide s ystem 
traininq/fiamiliargation| [will continue 

contact with site personnel. 

19/23/2005 3:04:47 PM 


B 


i: 


as Reassigned or Forwarded this request to 


1 
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UNCLASSIFIED 


November 08, 2006 


RMS Request Number: 


0089217 


Request ID : Q080217 
Status ; Oosed 

Opened : 7/11/2004 4:29:00PM 

Performance Indicator : Capital Equipment 
dosed : 9/2/2005 li:36:41AM 






Requestor Name 

1 

Office j 1 


Phone 1 

1 

Office Code | | 

h 7 C 

Case Number : 


Investigative Program : 

b 7 E 


Assigned to Nome 
Assigned To Group : TICTU 
Category : HCTU 
Item; DCS 3000 


Program Manager 
Program/Type I 












ALL IHFORKATIOH COmiHED 

HEREIIJ 13 UKCLASSiriZD 

DATC 02-10-2009 BY 6Q322 UC/IP/PJ/KH 


November 0^ 2006 


RMS Request Number: 


0094212 


Request ID : 0094212 


Performance Indicator ; Technical expertise 


Status ; Oosed 


Opened ! 10/22/2004 12:35; 33PM 


Oosed : 1/14/2005 8:39:07AM 







November 08, 2006 


Issue resolved. Most problems have been fixed, and will be 
putting test lines in. ^ 

12/22/2 004 S:12:16 PM I I 

I t )tease leave tfiis t^n until all problems have been 
[fixed and verified corrected. Thanks. 


□ please leave this open until all problems have been 
fixed and verified corrected. Thanks. 

Jias Reassigned or Forwarded this request 


1/11/2005 10:49:06 AH 
All problems have been resolved. The provider only 
provided one line instead of two. 

9/23/2005 12;29:11 PM 

B as Reassigned or Forwarded this request to 


b7C 


Page 525 of 622 


ALL IIJFOWIATIOII COMTAIHED | 

HEMia IS UHCLAS31FIED 

DATE 02-10-2003 BY 60322 UC/LP/PJ/KM 


Nov«mber 08, 2006 


RMS Request Number: 


0096345 


Request 10:00963^ 


Performance Indicator : Tedinical expertise 


Status : aosed 


Opened : 1/12/2005 12:04:00PM 


aosed : 4/8/2005 11:09:47AM 






November OS, 2006 


RMS Request Number: 


0096763 


Request ID: 0006763 


Performance Indicator : Technical expertise 

Status : Qosed 

Opened : 1/26/2005 6:2S:20PM 

aosed : 6/24/2005 8;28;3SAM 



Assigned to Name | 
Assigned To Group : TICTU 
Category : TICTU 
Item! I 



Officeij 
Office Code|^^_^^_ 
Investigative Program 


Program Manager 

Program/Type : Central Monitoring Plant 



AnyQ's call 


1/27/200S 8:03:50 AM 


I I has Reassigned or Forwarded this request 
2/2/2005 2:41 :56 PM i I 

Item 1) the RW isn't ready 

ftv field deployment. Cun-ently, field testing is in progress at 
selected sites.The site will be infiormed in advance of its 
instailatSon schedule and activation date once established. 

CA, 2/2/05. ^ 

3/14/2005 1:13:17 PM | | 

3/14/05 


! shipped to|__|^eqgired 



ith an_^mated direct delivery to the site on 
03.25.200 si~~l 
l^~^~Th^Reassianed or Forwarded this request to 



Page 534 of 622 









November 06 , 2006 


'abwe last states it was na ready. 

6/10/2D05 4:01:30 PM 
My recommendation is to close o^_ttiisfid^^jUeld 
offices shall be contac ted regarding |when 

(field operabonal ll shall determine site priorities, not RMS 


h2 

be 

^fo-7C 

b7E 


CA, 6/10/2005. 
6/24/2005 8:28:36 AM 
Concur. 


9/23/2005 11:01:05 AM I 

lias Reassigned or Forwarded this request to 


Page 535 of 622 



UNCLASSIFIED 


November 08, 2006 


RMS Request Number: 


0097502 


\ Request ID : 0097502 


Performance Indicator ; Capital equipment 


Opened : 2/22/2005 1;09:4SPM 


aosed : 9/2/2005 U:38;04AM 











ALL lUFORMATIOH COHTAIHED 

HEREISr IS TJHCLASSIFIED 

DATE 02-10-2009 BY 60322 UC/LP/PJ/I' 

Novemb^- 08, 2006 


RMS Request Number: 


0098296 


Request ID: 0098296 


Performance Indicator : Technical expertise 

i^7C 

b7E 

Status : Oosed 

Opened : 3/17/2005 2:41;09PM 

Cosed : 3/25/2005 8:34:55AM 



Office 

Office Code : l ~ 

Investigative Program ; 
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ALL IHFORMATIOM CDHTAIJ3ED 

fJEREIlI IS UHCLASSirilD 

DATE 02-10-2009 BY 60322 UC/LP/PJ/1 


UNCLASSIFIED 


November 08, 2006 


RMS Request Number: 


0104534 


Request ID: 0104534 


Performance Indicator : Technical expertise 


Status : Qosed 


Opened : 2/28/2005 5:04;OOPM 


dosed ! 11/22/2005 9:16:21AM 



Assigned to Name 


Assigned To Group : TICRJ 
Category ; TTCTU 
Item: Red Woif Fixed System 


Program Manager | | 

Program/Type : Central Monitoring Plant 



■ '2/2005 9r43;34 AM 


Conferenced user in with 
T 3/1/2005 8:00:50 AM 
Conferenced 



UNCLASSIFIED 










UNCLASSIFIED 


November 08/ 2006 


Ttiis IS a last resort te hritoue; 6/14/2005 l;26:15 PM 
I Requested u pdate 6/24/2005 
b ja«i Reassigned or 

forwarded this reao^ teJ I 7/27/2005_12j40j^_PM 
^^^^^_^~~lupdatereceived 

been in communications 
Me requested that we hoid 

off on our test until |_Japplies cheir patch to the switch. 

He expects this to happen someCme soon. We take this as 
an admission that theg 2 ^!etijJiK on th d Is witeh. 
Please contact either| |for the latest status. 

9/16/2005 8:02:21 AM I I 

I'm told that the atu team visited the sitt^ndconfi^rmed 
the problems as previously identified by|_^___jNo 
further details were given. I shali forward to ATU. CA, 
9/16/05. 

10/17/2005 7:40:27 AM I I 

This should be assigned t d t CALEAT CA. 

10/17/2005. 

10/17/2 005 8:04:37 AM — , i I 

|_Jcan you reassign this | j CA, 10/17/2005^^ 

1 1/7/2005 10:56: 18 PM . I 1 

Hard requeued this be closed, all Is viorking well now. 


ff' S' <r 












ALL IHFOEKATIOH COHTAIHED 

HEREIH IS UMCLASSIFIED 

DATE 02-10-2009 BY 60322 UC/LP/PJ/ 

Novenber 08, 2006 


RMS Request Number: 


0106779 


Request ID: 0106779 


Performance Indicator : Capital equipinent 


Status : aosed 


Opened: 11/22/2005 6:43; 59PM 


Closed : 1/20/2006 5;20;22PM 






RMS Request Number: 0107 403 



Category : Ticnj 
Item; DCS 3000 


[Requited S upport : Request DCS 3000 
^nlBrcept (HSA/RedWolf). 


WorMog ; 12/19/2005 9:25:16 AM 


has Reassigned or Forwarded this request to 


12/19/2005 9:26:54 AM 
Repeat of RMS# 107404. 

12/19/2005 12:43:18 PM 
Combined with the CPU for RMS# 107404. 




ALL INFORHATIQIJ COHTAIHED 

HEREIN IS UNCLASSIFIED 

DATE 132-10-2009 BY 60322 rjC/LP/PJ/KH 

November 08, 2006 


RMS Request Number: 


0107926 


Reguest ID : 0107926 


Performance Indtcator : Technical expertise 

b7E 

Status : Qosed 

Opened : 1/9/2006 12: 13; 24PM 

aosed ; 2/17/2006 10:24:41AM 



Office I I 

Office Code 
Investigative Program 
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ALL INTORHATION COIJTAIHED 
HEREIJT IS OTCLA3SIFIED EXCEPT 
IJHEPE SHOra OTHERWISE 


DATE: 03-24-2009 

CLASSIFIED BY UC60322LP/PLJ/CC 

REASOW: 1.4 (g) 

DECLASSIFY OW: 03-24-2034 


DRAFT 1 1/01/05 (1 1:30 p.m.) 

L DEFINITIONS (As defined by the Federal Bureau of Investigation’s Office of the 
Chief Information Officer/Office of IT Policy & Planning/ Enterprise Architecture 
Unit); 

A. SYSTEM : An integrated aggregation of electronic devices, interfaces, software, 
and support functions designed to fulfill a specific mission requirement. A 
system may include equipment, trained personnel, facilities, data and procedures, 
and software. For project purposes, a system is typically defined as the highest 
level of hardware organization composed of multiple subsystems. Boundaries 
must be defined in defining a system for certification and accreditation. 

B. APPLICATION : IT (Informational Technology) assets that are included in a 
system to perform a specific function(s). For example, application software 
includes database programs, word processors, and spreadsheet programs. 

C. DATABASE : A collection of data stored electronically that is accessed by a 
processor to perform a function. 

D. NETWORK : A group of computers linked together to exchange and share 
information. Networks can consist of a number of linked computers in a specific 
physical location, a Local Area Network (LAN), or they may consist of 
computers located at different physical sites linked together by means of phone 
lines and modems or other forms of long distance communications. 



II. SYSTEMS 


A. 



b2 

b7E 






Access to a case or a portion thereof, and thereby the related FISA 
information included in that case, is granted by the Case Agent or his/her 
designee. This allows for the access flexibility needed by the Counterterrorism 
Division, but maintains the compartmentalization needed by the 
Counterintelligence Division. Every user on the system is presented with a 
warning banner (see below at II. A. 1 .3.) which states that the system contains 
FISA material. 



b2 

b7E 



3. Implementation of standard minimization procedures. 


b2 

b7E 


III. OTHER SYSTEMS/APPLICATIONS/NETWORKS CONTAINING FISA 
MATERIAL 

A. Those systems/applications/networks containing raw FISA take. 

1, Red Wolf (systeml 








SI 


a. Description of the types of FISA information contained in Red Wolf. 

^_RedWolf is the vendor’s name for DCS-SOOOjjheFBTs^irnar^^ISA 
^^^Jcoilection_s^stein^ Wolfalso | 

K see below at Rea 

Wolf is also^]anguageanal^st_s^stemforjnjfornmtira 

^_analYsisj ^ ^ J 

I iThe Red Wolf collection platform has replaced th j I 

b. Explanation of how FISA information is controlled, that is. restrictions on 
search and retrieval of information. 

Full access to FlS^ j "I hroueh Red Wolf is generally restricted to the 
linguists assigned to the case associated with the FISA information and 
their s upervisors Case Agents and the system administrator in the office 
where collected have limited access. In all instances, access 

to the Red Wolf servers is restricted, and in many instances the Red Wolf 
workstations that the linguists use are in a room with restricted access. 



Red Wolf storage varies by site 


Implementation of standard minimization procedures. 


Cu«entl^^jJthe^Re£Wolfs^stem a FISA caveat banner 

I ~l However, prior to accessing 

FISA information in Red Wolf, linguists are required to read and sign the 
court ordere certifying that they understand the minimization guidelines 
applicable to each case. NSLB recommends that a FISA caveat banner be 
incorporated into Red Wolf. 





Description of the types of FISA information contained in DCS-3Q00. 


DCS-3000 is [the primary collection platform?] for pen-register/trap-trace 
data, which is the only information collected and stored by the DCS- 



search and retrieval of information. 


Most FBI field offices use the DCS-3000 1 
pen-register/trap-tracc data co llected by the DCS-3000 is ud 
I ^ I database at FBI Headquarters.l 


b2 

b7E 






use by 

iWhnically rrained Agents and system administrator. 


c. tmpletnentation Of Standard Minimization Procedures. 


(S) 

(£) 

(S) 


The DCS-3000 collects only pen-register/trap-trace information. [So 
minimization procedures do not apply to DCS-3000?] 

4;[ f unclear whether this sho uld be included in this 

overview. WiU discuss w/ 1 | 

a. Description of the t\^s orFISA infdrmati&ft contained in 

CollectioRscond ucted through thj \re classified above 

the SECRET leve | | 


b. Explanation of how FISA information is controlled, that is. restrictions on 
search and retrieval of information. 


c. Imple mentation of standard minimization procedures. 


a. Description of the types of FISA infoimatioi 


b. Explanation of how FISA information is controlled, that is. restrictions on 
search and retrieval of information. 

Access to FIS/|_^^_^lt raffle is generally restricted to predetermined 
authorized usem, linguists assigned to the case, the supervisor, the case 
agent, an d the system administrator in the ofBce where the data is 
collected! I 


c. Implementation of standard minimization procedures. 


b2 

b7E 


8 



bl 

b2 

b6 

b7C 

b7E 


bl 

b2 

b7E 























FY08-032 FBI Digital Collection . 
(DCS-3000, DCS'5000 and DCS-6000) 


Completed. 

CRS .. 

Yes, unless it 
is a NSS , 

Required. Possibly 
covered by existing 
but may need 
update 

Y 

CRS ; ■ 

N (but see 

N ■ . , ; v . /V 

status/explana 


tiori) 



b2 


b73 

: — ' . .:.U 


Collects audio, microphone, and fax intercepts. A PIA is not required pursuant 
to tlie E-Govemment Act because the FBFs Digital Col j.ection.Sj'stems arc . 

considered national security systems. However, the FBI conducts internal 

PIAs on all national securify systems to ensure that privacy rights 
adequately considered in system development A PIA was conducted and 
approved.8/27/200l for the digital collection systems. OTD peidbnn^'an 
upgrade to tlie system in July of 2005. By EC dated 12/22^2005, OGC advised 
that a suppleraerital PIA was not required, and that OGC Should be consulted 
for any subsequent unerades. , 


Will contain, among other things, BPMS & Personnel Background Mgint 
System, both of which would contain personal info. ^ 
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DATE: 02-03-2009 

CLASSIFIED BY 60322/WC/LRP/Pl.J/sdb 
REASON; 1.4 (g) 

DECLASSIFY OH: 02-03-2034 




From; 

Sent; 

To: 

Subject: 


wednesaav. January U4. :jUD6 

nil 




FBI) 

PM 


l(OGC) (FBI) 


RE; Response to EC dated 12/2-/2005 re databases 


SENSITIVE BUT UNCLASSIFIED b2 

NON-RECORD . _ 

bo 

b7C 

DCS3Q00 is a pen register system that captures pertinent info from that side of the house. ^ 

I some aaenk sometimes upload info into ACS . , . 


Thanks for tackling this! 


— Original 

From: I 

Sent: 

To: 

Subject 


I fOGC) (FM) 

Wednesday. January 04, 2006 4:19 PM 

I 

RE: Response to EC dated 12/5-/2005 re databases 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


[ 


Funny you sho uld ask. Someone else just sent me an email asking about ACsC ! have to 

work on those, i p ut I know 

that the EC asks about ail databases vrith FISA material, a nd that would ostensibly include pen register info, so 1 have 

it not? If so, we are not concerned with it. Do not worry 
I t hat is run from headquarters and we can provide all the info on that. I don't know what DCS3000 
is. Can you briefly explain it. Thanks. 


Origirtal Message 

From; [p ep 

Sent; Wednesday. January W. .tuu67:l3 PM 
To: I tO GQ (FBI) 

Subject RE: Response to EC dated 12/2-/2005 re databases 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b2 

b6 

b7C 

b7E 


Sorry to ask one of what I'm sure is a flood of questions about this, but. . . 

Thefollowino databases are not listed in your message as one’s covered by the "HQ team", nor were they listed in 
I ^c, do you know if these databases are subject to this tasking?; 


DCS3000 


‘ ALL I5rr0RHATI0K COIJTAIHED 

I HEREIET IS tIHCLASSIFIED 

* DATE 02-03-2009 BY 60322/UC/LRP/PlJ/3clb 

Thanks, and sorry to pester you. 

— Original Mp«ganp 

Frwn: | |(OGq (FBI) 

Sent Wednesday, January 04, 2006 3:49 PM 

To: FBI^AaCDCs 


1 




l(OGc^ fpenj ifOGG ( 

(OTD) (FBn i i fOTPI (FBI)I 

Response to EC dated 12/2-/2005 re databases 


l f OTT))(FBD 
K07D) (FBI)|_122_ 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


This is to clarify the requirements of the 12/20/2005 EC that was sent to all FBI divisions concerning FBI 
databases and a need to respond by January 13, 2006 with a description of such databases. 

The EC requires desc riptions of databases that are used in field offices but that are Bureau-wide, such as 
^ Red Wolf. We have decided that a more effi cient manner of obtaini ng the same .. 
information is to have a si ngle description of such databases, to incluri d R ed Wolf, J 

I drculated among the field offices. It wili be drafted here at headquarters and j 

I The field offices will simply need to state \«hether such descriptions are consistent with their 
particular operation and use of the database. If there are discrepancies, such discrepancies will have to be 
described. Hopefully, those descriptions wili be circulated by the end of this week. 

There does remain the issue of access to those databases, which is particular to individual field offices. 
Therefore, field offices still need to respond to questions 7 through 9 of the EC, which focus upon access to 
the databases, and question 20, which focuses upon the audit trail. 

Further, the EC requires descriptions of all databases that are unique to the field offices. That 
requirement still stands, and ail questions with respect to such databases (1 through 20) need to be answered. 

CDCs- please disseminate this to those people in your field office who have responsibility.for this project. 
Hopefully, this will eliminate a great deal of work on their part, but will still provide a dear and concise 
explanation of the databases, as well as any variations in operation or use that exist through the Bureau. 


If anyone has any substantive questionsj 
general questions, feel free to contact me at[ 

lOGC/NSLB 


ponses, please contact OTD. For more b 6 

I b7C 


SENSITIVE BUT DNCLASSIFtED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


2 



From: 

Sent; 

To: 

Subject: 


Thursday February 09. 2i 

■RF ^ 


loGC) (FBI) 
8:33 AM 
FBI) 


bo 

b7C 


UNCLASSIFIED 

NON-RECORD 


Thanks □ 

— Original Message — 

From; I i FBn 

sent: TTiursdav. Febmatv09. 2^06 8: 18 AM 

To: I |(OGQ (FBI) 

Subject: Kt: 

UNCLASSIFIED 

NON-RECORD 


Asked one of the Tech Agents, and he said no. 


K g 

From: I t OGO (FBI) , ^ 

Sent: Th.irsriay. fehnian/ flO. 7finfi 8:13 AM b / C 

To: 1 |FBI) 

Subject I'll 

UNCLASSIFIED 

NON-RECORD 


I- does the DCS-3000 have a more common or different name. I remember being told that but I can't think 
or wnat It was. 

UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


1 




From; 

Sent: 

To: 

Subject: 


|(OGC) (FBI) 
idjS_23bfi,9;0SAM 

IfOGC) (FBI) 


UNCLASSIFIED 

NON-RECORD 


The[ 

does (e.g f 
phased out 


sn’t do everything that DSC 3000 
ISO I believe that it is being 


Original Mesmtip 

From; I 

Sent: Ttiursc 

To: 

Ca I 

Subject: ’ k!-; 

UNCLASSIFIED 

NON-RECORD 


|(OGC) (F=BI) • 

, Fefamary 09, 2006 8:51 AM 
' (ocq (FBI) 

DGCXFBI) 


Thanks. How aboul 


lOGC) (FBI) 
ivD9.2Qp 6 8:48 AM 

J roGg (FBn 


UNCLASSIFIED 

NON-RECORD 


This is the risk with getting input from the field~it appears they didn't understand the question. The items below 

are not database systems that contain ryu» CIQA material (\ o mnef n-irnimi-roH r.nr^Qr tha c:^/p 

(unless minimiratinn applies to pen datj I 



Original M 

From; 




UNCLASSIFIED 

NON-RECORD 

Anyone know what DCS-3000, Penlink I A nalyst Notewoork {1-1) are. These are all new ones that 

are coming up in the course of reading field office responses. 


UNCLASSIFIED 

UNCLASSIFIED 


b2 

b7E 


UNCLASSIFIED 


UNCLASSIFIED 


2 


Frpm: I V QQCHFBh 

Sent; Thursday. Februaty 09, 2006 1 0:57 AM 

To: I I fOGC^ (FBI) 

Subject: RE: 


UNCLASSIFIED 

NON-RECORD 


b2 

b6 

b7C 

b7E 


If you are able to access ACS. it is 


□ 



serial 86. the EC fronj^^^ 

it describes 

1 1 


Thanks. 


— Original Message — 

From: I I fOGC^ (FBI) 

Sent: Thiiralav Fphnian; nq. 10:52 AM 

To; I t OGQ (FBI) 

Subject: re; 

UNCLASSIFIED 

NON-RECORD 


I couldn't find anything through Google on| |do you have any more information that can point me to the right 

unit?? 


— Ori ginal Mes sage — 

From: I K OGQ (FBI) 

Sent: 


To: 

Cc: I 

Subject: RE; 


l{OGC) (FBI) 
rOGOCFBI) 


UNCLASSIFIED 

NON-RECORD 


Thanks. How aboul[ 


Original Meffiagfr^ 

From: I 

Sent: 

Toi l - 

Ceil 


l oGC) (FBI) 
Thursday, Februaiy 09, 2006 8;48 AM 


Subject: 


RE: 


- lOGQ (FBI) 

JDGC)(FBI) 


UNCLASSIFIED 

NON-RECORD 


3 - 


b2 

b7E 


This is the risk with getting input from the field-it appears they didn't understand the question. The items 
below are not database systems that contain raw aSA.matflfialii ,^gantent) that mtisLhaiminling<in1.LiiYter 
the SMP (unless minimization applies to pen data I I 


DCS-3000 is the Collection system for pen datal 


1 




b2 

b6 

OGQ(FBI) 

b7E 


Anyone know what DCS-3000, Peniink I I nalvst Notewoork (1-1) are. These are all new ones 

that are coming up in the course of reading field office responses. 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


— Ori^nal 

From I ~l rOGQ (FBI) 

Sent: Thursday, February 09, 2006 8:33 

To; I I (OGC) (FBI);| 

Subject: ' ' i 


UNCLASSIFIED 

NON-RECORD 


2 





SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I was forwarded your email b j K SAC Bill Lewis regarding our FISA coliection/processing systems. 

Following are the access lisl(s) foi l 1 Red wolf and Pen Register svster ns CBoth DCS 3000 1 
Please note that the Redwolf contains FISA audio while the DCS 3000 (Wireless ^ I both 

Pen Register data. 


DCS 3000 ancll 


Systems Administrator 

Has been granted administrative privileges 

s been granted administrative privileges 

IPerforms daily downloads of collected data for transfer to case agent 


firmware upgrades. 


systems Administrator 

Has been granted administrative privileges 

is been granted adminisfr ative privileges 

Has been granted administrative privileges for software and 


Please note that the ! l ias been granted remote access to the Redwolf system for health 

maintenance and to insure that this system remains nneratlnnaj dnrinn off hours Further, nersonnel assinneri 
FRFa Tftiflnhona IntAir-.ftot r.nll«»r.Hnn Tiv>.hnnlnnv I Init mpTU j 

pnd assistance to the DCS 3000. 

Also note that we have an access point to th d b nd have the ability to route FISA 

to Language Services Division. To date we have not passed any audio through this system and h ave not used 
Should you need any additional Information, ! can be reached at the following telephone nurnbers.l I 


TECHNICAL ADVISOR 

DESK-1 

CELL- 


SENSITIVE BUT UNCLASSIFIED 


ALL IUFFOPLIATION COHTAIHED 

HEREIIT IS OTCLAS3IFIED 

DATE 02-03-2009 BY 60322/TJC/LRP./PIOr/sclb 


1 



From: 

Sent: 

To: 

Subject; 


KOGC) (FBI) 

Frirtstv Ffthn>an/17 2006 3:26 PM 
I fOGC^ (FBI) 

RE: More databases 


UNCLASSIFIED 

NON-RECORD 


Thanks. From my point of view, it means NO MORE DESCRIPTIONS NEED TO BE ADDED from that list, at least. 

— Ortginal Message-— 

From: I I fOGO (FBI) 

Sent: Friday. Febmarv 17. 2006 3 :17 PM 

To: I ‘1 fOGQ (FBI) 

Subject: RE: More databases 

UNCLASSIFIED 

NON-RECORD 


This is vt^at I've learned from OTD: 


— -Orioinai Message 


ALL IHFCRMATIOU COIflAIHED , 

HEREIN IS UNCLASSIFIED 

DATE 02-03-2009 BY 60322/UC/LRP/PLJ/sdti 

From: I 

Sent: Wednesday 

To; i 

loGC) (FBI) 

: Febhjaiy 15, 20D6 11 iW AM 
^^OGC) (FBI) 






UNCLASSIFIED 

NON-RECORD 




vanations of each other, as far as pen register co 
1 








! have r eading a l ist of databases that the Security Division sent so that's where these issues are coming from. 

Thanks.! I b 6 

• ‘ b7C 

UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


z 





From: \ |(OTD)(CON) 

Sent: Friday, November 04, 2005 7:47. AM , 

"To: j(OGC)(FBI) 

Cc: - | | (OTD).(FBI) 

Subject Digital Collection descripfion 


NQN.RECORD 


■ Al'E, /, 

HEREOT-JS ' V ' . ' •' 

-DiTE- 0?-:03-2pD9 BY 60322/.UC/LRP/PL J/.sdb;' 


Hope this provides what you need.. If not, please, let nie know. If you need a more succinct or technical 
lescripaon, I'll provide it. , - ■ 


Glad we finally met. Thanks for yoor help, 





From: j |OGC)(FBI) , 

Sent; Thursday, Novemb er 10, 2005 8.51 MA 
To: I __U aT^ (FBI) ; 

Cc; I j (OTD) (CON) 

Subject: RE: Digital Collection description 

URCUASSJFIED 


This is exactly what I need. I will finish drafting the EC today. Thanks for your patience. 


Sincerely. 



ALL. IirFORJ^ATION COFTAinED 

HEREIF 13 UHCLA3SIFIED , ' - 

DATE 02-04-2009 BY- 60322/UC/LRP/PlJ/sdto 


THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC 
APPROVAL 


FromJ kOTD)(FBI) . 

Thurvlav. 10, 2005 7:53 AM 

To i ifOG O (FBI) 

Cc: 1 I fQTDI rCQN^ 

Subject: FW:. Digital Collection descriptian 


NON-RECORD 


I am forwarding a response tha i i sent to me on Monday (IVe been out the last few days). Hopefully 
this will suffice. 


- — O riginal Message 

Frem 4 j (OTD) (CON) , 

Se nt; Monday, Novern ber 07, 2005 10:02 AM 
■To J l (OTD)(FBiy . 

Subject; FW: Digital Collection description 


11/10/2005 







From: I 

sent: _ Monday. 

J?; F= 


Red wolf e-mai1s.txt 
COTt>) (CON) 


Subject: . , 

UNCLASSIFIED 

NON-RECORD 


COGC) (FBll 
JWD) , (FBI) ;[T 


RE: Digital Collection description 


I](QGC) (FBI) 


:b6 ' 

b7C 


| is out thru Wednesday.' He will be back Thursday and will probably 
respona oerore end of the week. 


tzn 

:;E 


-pHninal Mpssanp— — - . 

From 

Sen t: Frioav, Novempe? 

To: 

CC 

Subject: RE: Digital Collection oescnption 


ICOGC) (FBI) 

TT4, 2005 8:49 AM 


, 1 COTD) ,(COt 

rwo) CFBi);j_ 


] (OGC) (FBI) 


UNCLASSIFIED 
NON- RECORD 


. Thanks for taking. the time to meet wit^ J l and I yesterday and for the_ 
response. -I . am sorry to bother you again.. I confess trsat I am technoloc 

rhallonnoH anrf .thaj- vnii may hawg alraaHv ancLuoroH ^hi g ni logl-inn luawairrK 



Thanks again for your assistance with this. 
Sincerelyi 


AOmi m strati ve Law unit. Room 7338 


b2 

•bo 

,b7C 

b7E 

b5 . 


THIS IS A PRIVILEGED COMMUNICATION AND IS NOT’ TO BE DISTRIBUTED WITHOUT PRIOR OGC 
APPROVAL .. • ■ . . : .. . 

rininal Message — - -- 


From: ^! 

CriHav 

To:, 

Cc 


E 


□ (QTD) (CON) 
JifliZeoEif 04 , 2005 7:47 AM 


if O' 

_| (OGC) (FBI) 
rCOTD) (FBI). 


Page.l 


■ALL -IMFCRH^kTIOH eOFTAIMEB ' 

is' OTCLASSimD' .■ - ,.7 ' ' '7'- • 

■ date'' 6.2-.6'4,-.2O'09 BT76d3‘22/TJc7LI?P'7PLJ/:3db 





UNCLASSIFIED 


UNCLASSIFIED 


From: ! I Cotd') CCON) : 

Sent: Friday. November 04 . 2005 7:47 AM 

To: I fOGO (FBI) 

. Gc: I cOTD) (FBI) 

sub j ect : . di gi ta I Col 1 ecti on , descri pti on 

UNCLASSIFIED ^ 

NON-RECORD • ' 


I Hope this provides what you need.. If not > please let me know, 
need a mode succinct or technical description, 1*11 provide it- 

I ' 1 

Glad we finally met. Thanks for your help,! I , , ' 
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Red Wolf is the vendor’s name for DCS-5000, the FBI’s primary 
FISA audio cni lection system. Red Wolf also collects and prod uces, but 
many sites use | | It is 

possible for users, such as language analysts, to perform analytical 
searches of FISA material collected by the system and the summary 
transcripts from that material. It allows real-time and off-line monitoring, 
as well as report generation. 

/^^Red Wolf currently is the primary collection system for audio and in 
some offices facsimile, and may possibly be replaced byl Ir another 
system, although this may be several years away. i— — J 

b. F.xplanation of how access to FISA information is controlled, that is. 
restrictions on search and retrieval of information. 

access to FISA audio collected through Red Wolf is generally 
restricted to predetermined authorized users, generally the linguists 
assigned to the case associated with the FISA information and their 
supervisors. Case Agents and the system administrator in the office where 
the audio is collected also have limited access. In all instances, access to 
the Red Wolf servers is restricted, and in many instances the Red Wolf 
workstations that the linguists use are in a room with restricted access. 

Authorized users can search and retrieve FISA audio by Signal 
Related Information (date/time of call, outgoing telephone number dialed, 
etc,). 

(U) These searches are limited to the physical system into which the user 
is logged. 



Implementation of standard minimization procedures. 

^^^JS^Prior to accessing FISA information in Red Wolf, linguists are 
required to read and sign the court orders certifying that they understand 
the minimization guidelines applicable to each case. Currently, the Red 
Wolf s ystem does no t contain a FISA caveat banner similar to the one 
found in| jPWS. Thus, NSLB will recommend that a FISA 


found in[ 
caveat ba 
found ini 


'orporated into Red Wolf identical to the one currently 

lows. 
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